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GDPR Sensitive Data Discovery

Quickly respond to Right To Be Forgotten & Subject Access Request



Who are TermSet

TermSet is a UK software company founded in 2013, our team has over 20
years’ experience in developing ground breaking software products.

Our mission is to develop affordable software products for small, medium and
enterprise organisations.

We embrace the latest innovative technologies including Artificial Intelligence
based on Pattern Matching, Machine Learning and Natural Language
Processing.
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25th of May

The Challenge Emn

 GDPR will require all organisations that trade within Europe to focus on identifying and retrieving personal
data of employees, customers such as names, addresses or financial data.

e The “Subject Access Request” response time will decrease from 40 days down to 30 days.

* The new “Right to be Forgotten/Removed” rule will allow employees, customers to request that you identify
and retrieve all the digital information you hold on them and then remove it entirely from your systems.

* Your employees are busy being productive and collaborating, however typically 80% of their information is
stored in unstructured documents.

e These documents are typically being stored in approved & non approved IT systems, such as File Shares,
SharePoint, DropBox, Google Drive. SHADOW IT

49% of organisations had a document breach in the past 2 years*
73% of employees are accidentally exposing information stored within documents*
63% of organisation’s claim they are unable to locate sensitive data stored in documents*

TERMEET

*Information taken from the Ponemon Institute Research report May 2017.



he Solution

ScanR is a low cost software product that helps organisations comply with GDPR, helping
towards avoiding substantial fines and reputational damage.

Discovers Sensitive and Personal Identifiable Information within all types of structured and
unstructured documents, produce intelligent reports and take actions.

Automates the process for responding to Right to be Forgotten and Subject Access Request’s.

Why companies are investing in ScanR

We use Artificial Intelligence based on Pattern Matching this ensures key word accuracy
Budget friendly we guarantee we can not be beaten on price
Simple to deploy no need for additional infrastructure
Up and running in one day
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Discover

Discover Sensitive &
Personal Identifiable
Information within all types
of structured &
unstructured documents,
stored within your
organisation.

Understand all versions of
Word, Excel, PowerPoint,
PDF, Photocopies & images.

Includes Artificial
Intelligence with Pattern
Matching to ensure key
word accuracy.

Build interactive reports to
make informed decisions.
Score sensitive words or
phrases based on the level
of exposure.

A fully automated process
for responding to Right to be
Forgotten & Subject Access
Request’s.

Produce a Word or PDF
document that can be sent
to the person making the
inquiry.

Full audit trail showing
inquiry, confirmation &
response dates.

Remove or delete
documents containing

sensitive information.




ScanR
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Product Demo

Quick overview
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@ ScanR- 1005
File  Help

Please select a configuraton
NAME PLATFORM LAST RUN EXPORT REPORT EDIT DELETE RUN RESET
PII Dataset 1000 items File Shares 5/4/2018 9:32:02 AM |'_f il 4 ] > C
One Drive SharePoint Online (365) 5/3/2018 1:56:28 PM @ il Vi 1) > C
SharePoint 2010 Server File Shares Never a ﬁ]- >

A scanning configuration says where to look and
uses rules to define what to look for




@ New Configuration

Config Name * Platform

Contracts| File Shares ~

Path *

C:\Users\Brendan\Desktop\Arqiva\Black Hill Contracts BROWSE ...

First we choose the platform and connect to the
content (in this case a file share)




@ New Configuration

Config Name * Platform

‘Contracts ‘ |5hareP0int Online (365) ~

URL *

‘https:\\termset.sharepoint.com ‘

Minclude All Subsites,

Username * Password *

AR RRRN

brendan@termset.com

»

List Name

_ALL_ -

Or in SharePoint we can choose
the areas we wish to scan

* Select Source O K

=-Home (/) - 27 List(s) -~
- AMT (famt) - 1 List(s)

d- Argiva (/Arviva) - 1 List(s)

o- Certification (fcert) - 1 List(s)

d- CRB (/CRB} - 3 List(s)

o- DoelSearch (/Dolesearch) - 1 List(s)

f- Finance (/finance) - 1 List(s)

- Healthcare (/healthcare) - 2 List(s)

-Konica (/Konica) - 1 List(s)

-Legal (/legal) - 1 List(s)

BLiTe (/lite) - 2 List(s)

- Marketing (/marketing) - 3 List(s)

- Nintex Workflow for Office 365 (/NintexWorkflowforOffice365) - 0 List(s)
d- PatternTag (/PatternTag) - 0 List(s)

d- Quality (/gadema) - 2 List(s)

o- RankingModelTuningApp (/RankingModelTuningApp) - 0 List(s)
o- Research (/research) - 1 List(s)

o- Scank test (/scanrtest) - 1 List(s)

o- Search (/spsearch) - 1 List(s)

f- subsite (/subsite) - 3 List(s)

d-TagOR (/tag-r) - 1 List(s)

- test (ftest) - 2 List(s)

d- Training (/training) - 1 List(s)
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Australia Medical Account Number

A PERSON
AUSTRALIAPASSPORT BANKACCOUNT
AUSTRIAVAT CREDITCARD
BELGIUMVAT UKPOSTCODE
BELGUIMMNI UKSTREETADDRESS
BLOOD GROUPS EMAIL
BRAZILIDCARDMNEW ETHNICITY
BRAZILIDCARDOLD IPADDRESS
BRAZILLEGALENTITY Ll

BUGARIAVAT

CAMNADAPASSPORT
CAMADASOCIALINS

CORATIAPERSOMALID

CREDITCARDCVV

CREDITEXPIREDATE

CROATIAID

CROATIOVAT

CYPRUSVAT

CZECHID h

N N T

Finally we choose what types of data we would like to
discover. There are over 100 pre-defined and you can add
your own.




(© RULEEDITOR

Rule Name * Rule Weight *
CREDITCARD 10

Rule Description

Credit Card nhumbers

Rule Pattern * Rule Proximity [100]
\d{4}N\s-1\d {4} [\s- 1 N\d {4} [\s-] P\ {4} ]

Rule Terms Rule Exclusions

Card

Visa

ccv

Mastercard
AMEX

American express
Diners

UPDATE CANCEL

Rules use a range of techniques (including Al) to identify sensitive
information and minimize false-positives




@ Run Report
Pl Dataset 1000 items: Scanning Completed

Duration: 0 day(s) 0 hr{s) 0 min(s) 11 sec(s)

We can now run a scan. Text is extracted from the
content and the rules are tested.







Q Run Report

]

Success: 992 Error: 0
Skipped: 0 Warning: 3
FOLDER PATH FILE NAME STATUS MESSAGE SCORE DURATION (secs) @
C:\Users\Brendan\Desktop\Pll Dataset\Pll Dataset\CustomerCorrespondance 76767 - Copy.xml Success Scanning Completed 40 11.680
C:\Users\Brendan\Desktop\PIl Dataset\Pll Dataset\CustomerCorrespondance Letters - Copy.xml Success Scanning Completed 40 21.280
C:\Users\Brendan\Desktop\Pll Dataset\PIl Dataset\CustomerCorrespondance uiouio - Copy (2) - Copy.xml Success Scanning Completed 40 5.470
s, C:\Users\Brendan\Desktop\PIll Dataset\Pll Dataset\CustomerCorrespondance POST22 (2) - Copy.xml Warning File contains too many chara... | 40 24.293
o C:\Users\Brendan\Desktop\PIl Dataset\Pll Dataset\HR Expenses1020 -NOT.csv Success Scanning Completed 35 0.067
0 C:\Users\Brendan\Desktop\PIl Dataset\Pll Dataset\HR Expenses - Copy.csv Success Scanning Completed 35 0.040
o C:\Users\Brendan\Desktop\PIl Dataset\Pll Dataset\HR Credit Card expenses - Mayl... | Success Scanning Completed 35 0.060
o C:\Users\Brendan\Desktop\PIl Dataset\Pll Dataset\CustomerCorrespondance CustomerBills09jkk - Copy.csv | Success Scanning Completed 35 0.106
° C:\Users\Brendan\Desktop\PIl Dataset\Pll Dataset\CustomerCorrespondance CustomerBills09 - Copy (2).csv | Success Scanning Completed 35 0.094
o C:\Users\Brendan\Desktop\PIl Dataset\PIl Dataset\HR Credit Card expenses - Jun12... | Success Scanning Completed 35 0.023
o C:\Users\Brendan\Desktop\PIl Dataset\PIl Dataset\HR 98jji.csv Success Scanning Completed 35 0.110
° C:\Users\Brendan\Desktop\PIl Dataset\PIll Dataset IT Log.xlsx Success Scanning Completed 35 0.096
o C:\Users\Brendan\Desktop\Pll Dataset\PIl Dataset\CustomerCorrespondance 9990 - Copy.csv Success Scanning Completed 35 0.043
° C:\Users\Brendan\Desktop\PIl Dataset\Pll Dataset\CustomerCorrespondance CustomerBills - Copy (2).csv Success Scanning Completed 35 0.133
o C:\Users\Brendan\Desktop\PIl Dataset\Pll Dataset\CustomerCorrespondance CB299 - Copy.csv Success Scanning Completed 35 0.047
o C:\Users\Brendan\Desktop\PIl Dataset\Pll Dataset\CustomerCorrespondance CB29 - Copy.csv Success Scanning Completed 35 0.080
o C:\Users\Brendan\Desktop\PIl Dataset\Pll Dataset\CustomerCorrespondance CustomerBills090 - Copy (2).... |Success Scanning Completed 35 0.110 ™

The sensitive data is found and added to a database
for analysis




@ Log Details O -

File: C\Users\Brendan\Desktop\Pll Dataset\Pll Dataset\CustomerCorrespondance\Letters - Copy.xml
Score: 40
Status: Success

Message: Scanning Completed

RULE VALUE OCCURENCE  SCORE
BANKACCOUNT 00444478 1 10
PERSON Rhea Jordan#Timothy Rodriquez#Haviva Bishop#K... |6 20
UKPOSTCODE wlbse#t05ga 2 10

EXIT

We can examine the findings of any document
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Or we can export the results to Excel for analysis

A B . | D

_URL RULE ~ | WALUE WEIGHT M

| C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\Car.docx 20 ‘

| C:\Users\Brendan\Desktop\SampleDocuments\Pll Dataset\Car.docx PERSON Terry Turnbull 10

| C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\Car.docx UKSTREETADDRESS 7 cromwell road 10

|| C:\Users\Brendan\Desktop\SampleDocuments\Pll Dataset\Clean.docx _E

| C\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\Credit Cards.pdf s

|| C:\Users\Brendan\Desktop\SampleDocuments\Pll Dataset\HR Doc Word 97.doc 40 .

| C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\HR Doc Word 97.doc PERSON Bill Gates 10

|| C:\Users\Brendan\Desktop\SampleDocuments\Pll Dataset\HR Doc Word 97.doc CREDITCARD 1234-4323-1234-1212 10

| C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\HR Doc Word 97.doc ETHNICITY asian 10
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\HR Doc Word 97.doc SEXUALORIENTATION Transgender 10

C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\HR Reveiw.pptx
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\InvoiceTIFF.tif
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\IT Log.xIsx
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\IT Log.xIsx
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\IT Log.xIsx
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\PIl.docx
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\PIl.docx
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\PIl.docx

EMAIL
PERSON

PERSON
UKPOSTCODE

C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\PIl.docx

IUI(STREEI'ADDRESS

C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\PIl.docx
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\PIl.docx
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\Postcodes.docx
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\sampledoc.docx
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\CustomerCorrespondance\454r - Copy.docx
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\CustomerCorrespondance\454r - Copy.docx
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\CustomerCorrespondance\454r - Copy.pdf
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\CustomerCorrespondance\454r - Copy.pdf
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\CustomerCorrespondance\454r - Copy.txt
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\CustomerCorrespondance\454r - Copy.txt
C:\Users\Brendan\Desktop\SampleDocuments\P1l Dataset\CustomerCorrespondance\66755 - Copy.txt
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\CustomerCorrespondance\66755 - Copy.txt
C:\Users\Brendan\Desktop\SampleDocuments\P1l Dataset\CustomerCorrespondance\66755 - Copy.txt
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\CustomerCorrespondance\76767 - Copy - Copy.pdf
C:\Users\Brendan\Desktop\SampleDocuments\Pll Dataset\CustomerCorrespondance\ 76767 - Copy.docx
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\CustomerCorrespondance\76767 - Copy.docx
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\CustomerCorrespondance\76767 - Copy.pdf
C:\Users\Brendan\Desktop\SampleDocuments\PIl Dataset\CustomerCorrespondance\76767 - Copy.pdf

ETHNICITY
SEXUALORIENTATION

PERSON

PERSON

PERSON

EMAIL

PERSON

PERSON

PERSON

kt@hweitt.co.uk#lisa@live.co.uk
John Smith#Kate Turnbull#lisa Clarek

John Smith
Is11 1na
13 redland road

asian
Male

Kay Guy#Bethany Quinn

Kay Guy#Bethany Quinn

Kay Guy#Bethany Quinn

magna.a@crasloremlorem.co.uk

Cora Ferguson

Bell Riley#Galvin Shaffer

Bell Riley#Galvin shaffer
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SharePoint Creates 3 X New Columns

@ New 1 upload & sync ) Share More W
All Documents  Bedfore  -»- Find a file e
e
v D Mame GDPRMatch GDPRData GDPR5core

Banking sssITLIE [BANKACCOUNT: 012345678]|[CREDITCARD: 4234123412341234) 20
Car wes  False 0
Clean «s.  False o
_@"_ Cradit Card sesITLIE [CREDITCARD: 5111222233334444)] 10
Eq ser etter Ingrid Johansson ses  False V]
mz HR Doc Word 97 P [ [PERSCM:BIll Gates] 10
IT Data sss  False W]
E#l - Jeg heter Vegard Johansen =es  False 0
Morway ID Sample «s  False 0
Fll wes [IUE [ETHMICITY: asian] 10
Postcodes wes  [TUE [UKPOSTCODE: wrid 1na]|[UKPOSTCODE: cv32 1pq] 10
sampledoc sesITLIE [BAMKACCOUNT: 123456789]|[UKDRIVINGLICENCE: clark715021ba%yc] 20
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Action




Please select a report -

—

—

il

RIGHT TO BE FORGOTTEN

SUBJECT ACCESS REQUEST

We can also use the results for reporting and taking
actions




Q Mew Subject Access Request Report
d q P

Name * Request Date *
David Roth SAR )3-May- 2018 E-
Data Usage Third Party Sharing
Employee data Mot shared
Select Config(s) *
NAME PLATFORM PATH
Pll Dataset 1000 items File Shares C:\Users\Brendan\Desktop\PIl Dataset
One Drive SharePoint Online (365) | https://termset-my.sharepoint.com/personal/bren...

We can create a subject access request that first says
where to look




@ ADD SEARCH CRITERIA
PERSON EQUALS 'DAVID ROTH" OR PERSON EQUALS 'D ROTH'

AND UKPOSTCODE EQUALS "WR14 TNA’
RESET

AND +~ UKPOSTCODE ~ |EQUALS v

SAVE CANCEL

And secondly, you can create a search using any
criteria you wish




€}, Run 5AR O *
TOTAL RECORD(5) FOUND: 11 Configs: 2/ 2

CONFIG FILE NAME DETAILS -
Pll Dataset 1000 items 98jji.csv View Details
Pll Dataset 1000 items Credit Card expenses - JunlZp.csv View Details
Pll Dataset 1000 items Credit Card expenses - Mayl1Travel.csv View Details
Pll Dataset 1000 items Expenses - Copy.csv View Details
Pll Dataset 1000 items Expenses1020 -NOT.csv View Details
Pll Dataset 1000 items HR1.docx View Details
Pll Dataset 1000 items Our stars of 2012 - final.pptx View Details
Pll Dataset 1000 items Our stars of 2016 - draft.pptx View Details

v

1/1 VIEW DIAGNOSTICs | DOCX  ~ -

This produces a SAR dashboard showing all of the
matched content




! |
i A B C D )
TERMSET J 1 _{:ﬂnfighlame FileName RuleName Value J
l 2 HR (File Shares) 78907397890.c5v PERSON David Roth j
] |
Subject access request response ) 3 |HR [File Shares 93jji.csv PERSOM David Roth
¢ | Ju]I.CcsV
! 4 |HR (File Shares) Credit Card expenses - Aprld.csv PERSOMN David Roth i
Request received date:02-May-2018 ! 5 |HR (File Shares) Credit Card expenses - Junl2p.csv = PERSON David Roth -
Report generation date:04-May-2013 i 6 HR (File Shares) Credit Card expenses - May11Travel.c PERSON David Roth j
) 7 |HR (File Shares) Expenses - Copy.csv PERSON David Roth
Request details: } 8 |HR (File Shares) Expenses1020 -NOT.csv PERSON David Roth J
A | ¢ |9 |HR(File Shares) HR1.docx PERSON David Roth
Results: 10 |HR (File Shares) Our stars of 2012 - final.pptx PERSOMN David Roth J
o e Tvne e it E 11 |HR (File Shares) Our stars of 2016 - draft.pptx PERSON David Roth 1]
HR (File Shares) csv PERSON David Roth i 12 |HR (File Shares) Qur stars of 2017.pptx PERSON David Roth J
ile sh id Roth i
= o PR David Roth {13 HR(File Shares) Our stars of 2017c.pptx PERSON David Roth ¢
HR (File Shares) csv PERSON David Roth f 14 HR (File Shares) Our stars of 2017klk.pptx PERSON David Roth ]J
HR (File Shares) csv PERSON David Roth .
HR (File Shares) csv PERSON David Roth 15 ]
HR (File Shares) csv PERSON David Roth J 16 |
HR (File Shares) WORD PERSON David Roth ﬂ ]
HR (File Shares) POWERPOINT PERSON David Roth 1]‘
HR (File Shares) POWERPOINT PERSON David Roth J i
HR (File Shares) POWERPOINT PERSON David Roth J 18 |
HR (File Shares) POWERPOINT PERSON David Roth 4 19 j
HR (File Shares) POWERPOINT  PERSON David Rath } | j
- 20 ‘
Data usage J 21 j
| Employee e GOk j L_"M—F—_I—FMHMJJ—.—H—.\_.__HM S S S N S R N e R e _n‘—'_""_J
Third party sharing ﬁ
| None J

The SAR can be exported as an external word or
PDF or an internal Excel file




Please select a report -

—

—

i/

RIGHT TO BE FORGOTTEN

SUBJECT ACCESS REQUEST

We can also take the SAR and use it to execute a
right to be forgotten




), Run RTEF

TOTAL RECORD(5) FOUND: 12

CONFIG

Pll Dataset 1000 items
Pll Dataset 1000 items
Pll Dataset 1000 items
Pll Dataset 1000 items
Pll Dataset 1000 items
Pll Dataset 1000 items

Pll Dataset 1000 items

DIl Matacat TAAN itame

Configs: 2/ 2

FILE NAME

98jji.csv

Credit Card expenses - Junl2...

DETAILS

View Details

View Details

Credit Card expenses - Mayl...

View Details

Expenses - Copy.csv

Expenses1020 -NCT.csv

HRl.docx

Our stars of 2012 - final.pptx

View Details

View Details

View Details

View Details

inr crare af 2006 - Araft nntw

Vieanr Mataile

DELETE

VIEW DIAGNOSTICS

REDACT COMMENTS s

4

NN TN N N NN

L

This time, our dashboard has actions — delete and

redact




), Run RTEF

TOTAL RECORD(5) FOUND: 12

CONFIG

Pll Dataset 1000 items

Configs: 2/ 2

FILE NAME

98jji.csv

DETAILS DELETE

REDACT COMMENTS

File Deleted - 08-May-2018 11:03 AM

Pll Dataset 1000 items

Credit Card expenses - JuniZ...

View Details

Manually Redacted - 08-May-2018 11:03 AM

Pll Dataset 1000 items

Credit Card expenses - Mayl...

View Details

Pll Dataset 1000 items

Expenses - Copy.csv

View Details

Pll Dataset 1000 items

Expenses1020 -NCT.csv

View Details

Pll Dataset 1000 items

HRl.docx

View Details

Pll Dataset 1000 items

Our stars of 2012 - final.pptx

View Details

DIl Matacat TAAN itame

ir ctare nf 200A - Araft nntw

Vieanr Mataile

VIEW DIAGNOSTICS

NN TN TN NN

L

As the actions are taken an audit log is created




Right to be forgotten response

Request received date: 02-May-2018

Report generation date: 08-May-2018

Request details:

| PERSON EQUALS 'DAVID ROTH' |

Results:
Source File Type Comment
Pll Dataset 1000 items CsW File Deleted - 08-May-2018 11:03
(File Shares) AN
Pll Dataset 1000 items Ccsv Manually Redacted - 08-May-
(File Shares) 2018 11:03 AM
Pll Dataset 1000 items CSW
(File Shares)
Pll Dataset 1000 items csv
(File Shares)
Pll Dataset 1000 items CsW
(File Shares)
Pll Dataset 1000 items WORD
(File Shares)
_PItNafasat 00N iterns .| POWEBROINT.. PRI

This can also be exported as a
report for the end user




Summary

e ScanR is a low cost software product that helps organisations comply with GDPR sensitive
data compliance

e 3 step approach to automate the process for discovering Sensitive & Personal information
* Discover, Report, Action.

* Automate the process to manage “Subject Access Request” & “Right to be Forgotten”

e Helps towards achieving 2 of the ICO 12 steps

Why companies are investing in ScanR

We use Artificial Intelligence based on Pattern Matching this ensures key word accuracy
Budget friendly we guarantee we can not be beaten on price
Simple to deploy no need for additional infrastructure
Up and running in one day

TERMEET



Get your FREE trial

www.termset.com



http://www.termset.com/
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